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The true cost of a ransomware attack
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A recent analysis of 2017 cyber claims data unearthed 

some compelling findings. The report, 2018 Cyber Claims 
Digest, which was produced by NAS Insurance

(/us/companies/nas-insurance/67027/), found that for 

the healthcare industry negligence by employees or third-

party service providers continued to be the most 

common cause of loss. The same was not true for non-

healthcare organizations, where a hacking attack was the 

most common cause.

However, the second most common cause of loss was 

the same for both groups: ransomware.

“The methods used for ransomware attacks are 

becoming more sophisticated,” says Jeremy Barnett, 

senior vice president of marketing at NAS. “Spam email 

remains a tried and true method: one in six spam email 

messages comes bundled with ransomware. However, in 

2017, criminals also tended to target specific 

companies.”

When sifting through the data, NAS identified some key 

claims from 2017 to illustrate how ransomware attacks 

can blindside a company. In a scenario in which a 
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healthcare organization was targeted, employees of a 

hospital were not able to access their email accounts. 

After conducting an investigation, the hospital’s IT 

department discovered that a ransomware attack had 

infected 70 servers and 600 workstations.

“The hospital had to close operations for two business 

days and suffered losses in relation to the event,” Barnett 

says. “Cyber insurance covered a total loss of $567,350.”

That amount was distributed as follows:

Ransom Amount: $9,350 – The hospital was forced to 

pay the ransom demand from cyber criminals in order to 

regain access to their servers and workstations.

Data Recovery: $76,000 – Numerous employees had to 

work overtime to recreate lost data from back-ups.

Business Interruption Expenses: $65,000 - Several 

surgeries had to be cancelled resulting in loss of income.

IT Expenses: $417,000 – Consultants were retained to 

immediately address the ransomware attack, secure 

data, investigate if any patient health information was 

compromised, and rebuild the hospital’s network.

“Between 2016 and 2017, there was a 152% increase in 

ransomware as a cause of loss for healthcare cyber 

claims,” Barnett says. “The threat is typically to divulge or 

destroy information, to insert malicious code into a 

computer system or to damage, destroy or prevent 

access to a computer system. The monetary demand 

varies in both amount and the currency: the demand 

might seek payment in American dollars, a foreign 

currency or a cryptocurrency.”

Related stories:

Marsh says NotPetya was not cyber ‘war’

(/us/news/cyber/marsh-says-notpetya-was-not-cyber-

war-109307.aspx)

Growth of cyber insurance market shouldn’t be taken for 

granted (/us/news/cyber/growth-of-cyber-insurance-

market-shouldnt-be-taken-for-granted-109152.aspx)

Lockton appoints CEO for Mountain 

West operations (/us/news/breaking-

news/lockton-appoints-ceo-for-

mountain-west-operations-

110596.aspx)

Newly appointed head to oversee over 400 

associates in the region

Hiscox launches commercial flood 

insurance product

(/us/news/catastrophe/hiscox-

launches-commercial-flood-

insurance-product-110593.aspx)

Product offers higher limits and broader 

coverage than the NFIP

INSURANCE BUSINESS TV

Will artificial intelligence 
take brokers’ jobs?
(/us/tv/will-artificial-
intelligence-take-brokers-
jobs-107953.aspx)



Cargo theft on the rise in Canada

•

 — Another major 

industry thieves prefer is pharmaceutical 

industry and A lack of effective supply …

Brits aren't prepared for excess costs 

from rental car damage - study

•

 — I wonder if the journalist/editor of 

this article has ever heard of car hire 

excess insurance sold by the likes of …

Anthem announces tie-up with 

Walmart

•

 — UnitedHealthcare doing 

this already with walgreen in 2019

Farmers' new CIO has high hopes for 

AI

•

 — and women ie shippy

INSURANCE BUSINESS

0 Comments Insurance Business Login 1

 Share⤤ Sort by Best

LOG IN WITH
OR SIGN UP WITH DISQUS 

Name

Start the discussion…

?

Subscribe✉ Disqus' Privacy PolicyPrivacy PolicyPrivacy�

 Recommend

UK (/uk/) US CA (/ca/) AU (/au/)

NZ (/nz/) Asia (/asia/)

Companies (/us/companies/) People (/us/tools/people) Terms & conditions (/us/terms-and-conditions/)

Privacy policy (/us/privacy-policy/) Conditions of use (/us/conditions-of-use/) About us (/us/about-us/)

Contact us (/us/contact-us/) RSS (/us/rss/)

(http://bpaww.com/bpaww/#?

targeturl=/BPAWW/MemberTools/AuditedSiteTraffic&target=2&languageid=1&homepage=/bpaww/Content/MainContent/Home/Index.html&footerpage=/bpaww/content/maincontent/footer/english.htm)

(https://auditedmedia.com/)

 (https://www.facebook.com/InsuranceBusinessUS)  (https://twitter.com/InsuranceBizUS)  (https://plus.google.com/+Ibamag)

 (https://www.linkedin.com/company/13684888)

Key Media (https://www.keymedia.com/?

__hstc=226989634.9bbd05d5562d42c1b22891700d3e0436.1535639891220.1536068749124.1536266918938.3&__hssc=226989634.1.1536266918938&__hsfp=1881032846)

Corporate Risk and Insurance (https://www.corporateriskandinsurance.com)

Insurance Business Australia (https://www.insurancebusinessmag.com/au/)

Insurance Business Canada (https://www.insurancebusinessmag.com/ca/)

Wealth Professional (https://www.wealthprofessional.com.au/)

Wealth Professional Canada (https://www.wealthprofessional.ca/?

__hstc=226989634.9bbd05d5562d42c1b22891700d3e0436.1535639891220.1536068749124.1536266918938.3&__hssc=226989634.1.1536266918938&__hsfp=1881032846)

Copyright © 2018 Key Media


